
Step-by-Step Walkthrough: 
Showcasing Key Features 
of vschat 3.2

Detailed guide to software's main functions and 

tools



Introduction to the 
Software and 
Overview of User 
Interface

Software Introduction

Introducing the software highlights its primary purpose and key 

functionalities for users.

User Interface Layout

The layout consists of main sections arranged for easy access and 

efficient workflow.

Navigation Features

Users can navigate through the platform using menus, buttons, and 

shortcuts designed for usability.



After clicking on the Search Query tab, 
enter your natural language query. 

In this case the user is searching for 
vulnerabilities with low attack 
complexity - a measure of ease of 
exploitation - that are known to be 
involved in ransomware attacks.        

Once the Execute Query button is 
clicked, the system runs the query and 
displays the CVE id, vendor, product 
and date published from the National 
Vulnerability Database. You can see the 
total rows found, view the first fifty 
records here and optionally download 
all rows up to 1000 total records in a 
CSV formatted file. 

There is a circular selector that is 
designed to provide transparency and 
build trust: clicking on Conf button 
produces the Inference Confidence
displaying the AI's confidence level that 
the generated SQL statement correctly 
reflects what was asked.                            



You can click on the 
SQL button to see the 
actual SQL statement 
that the LLM 
generated from your 
original question. 
Optionally, you can 
copy this statement 
to your clip board



The CoT button presents the 
Chain of Thought Reasoning 
that the AI used to construct 
the SQL statement.



Selecting the History 
button shows the last 
ten queries you used. 
Clicking on any query 
in this box will 
automatically fill the 
Search Query box 
with that saved query.    

 
 



Let's assume you copied the CSV file by 
clicking on the Download CSV button and 
have opened it. 

The downloaded CSV file is viewable in 
Excel and contains all 280 records. Let's drill 
down on a particular threat. 

Notice the id CVE-2024-0012 for Palo Alto 
Networks PAN-OS in row 5. Assume that you 
have the product in your environment and 
want to know more about this threat and 
how to patch it. 

To do this, you highlighted and copy "CVE-
2024-0012" in column A, row 6 to your clip 
board.    
    
   
   



Next, you've clicked on CVE Analysis and 
pasted the id "CVE-2024-0012" into the 
search field and hit the Summarize button.

The AI gathers data on the vulnerability from 
the vschat dataset and summarizes it. If there 
is an available Provider Urgency rank, it will 
display that as well. 

All data used by the system is updated daily 
and consists of 10 years of vulnerability data 
including CVEs added yesterday, merged 
from the National Vulnerability Database 
(NVD), the current Known Exploited 
Vulnerabilities Catalog from the 
Cybersecurity and Infrastructure Security 
Agency (CISA), the Exploit Prediction Score 
(EPSS) from First.org, and Morningside 
Software's proprietary exploitation 
probability score.
    
  
   



(continued from previous slide)

All the Common Vulnerability Scoring 
Systems (CVSS) metrics are present in the 
data including the latest from CVSS v4.0 
such as: 

- Attack Complexity 

- Privileges Required

- User Interaction

- Confidentiality, Integrity, Availability Impact

- Automatable 

- Value Density

- Provider Urgency
   
   
   



When you click on CVE Analysis | 
Remediation, you will see the remediation 
steps collected from the vendor's site along 
with the URL reference. 

If remediation steps are not published, you 
will see a message explaining this and, in all 
cases, you can follow the reference URL to 
obtain the latest recommended actions. 
   
   
   



Conclusion
Software Overview

The walkthrough covered 
essential software 
aspects, including the 
user interface and key 
functionalities.

Advanced Features

Advanced features were 
explored to enhance the 
user’s ability to use the 
software effectively.

Workflow 
Optimization
Understanding the 
software helps maximize 
its potential for improving 
workflows and 
productivity.
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